Dodge County Secure E-mail system

Dodge County will be encrypting e-mail outbound for messages that meet the HIPAA mandate
and Wisconsin Act 138 (Personal Information Disclosure Law). The system looks at all outbound e-
mails for EPHI or personal content (ie social security numbers) and encrypts those messages. E-mail
not matching this criteria will be sent on as normal e-mails. Depending on the recipients e-mail
system, the deciphering of the message may be automatic or may need to be manually decrypted.
Below is instructions on what the recipient needs to do. This is a one time registration. Please make
note -- remember the password you create when you register.

1. When the recipient opens the e-mail, it will look like this. We recommend the download option
due to the diverse ways the view function could work.

You have received a secure message

You have received a secure email message that is encrypted using Postx technology,

To open the message, open the attachment securedoc.html.

First time users: If this is the first secure email message you have received, you will be prompted to register to create an
account and establish your password. Your password will be used to open this email and all other secure email sent from
the same company.

Mobile device users: Forward this message to mobile@pxrmail.com. You will be emailed a link where you can enter your
password and wiew the secure email message.

Questions? If you have guestions about this email or the registration process, contact the sender,

@ securedoc.html
121K View Download

2. After one clicks on the download link (securedoc.html) at the bottom of the page, you will be
prompted to either save to disk or open the file (usually your browser is the default). We
recommend just “open” with the browser.

Do i

You have chosen to open

: Do you want to open or save this file?
|&] securedoc.html

which is at HTML File M 4
ame:  securedoc, himl
from: https:/mail.google.com
Peitiralienng Tvpe: FirefoxHTML

What should Firefox do with this file? From: googlemai.com

Firefox {default) v : 5
O ko Open ] ’ Save l | Cancel |

[ D this aukamatically For files like this Fram now on,

i | While files from the Internet can be useful. zome files can potentially
\g/ harm wour computer. [f you do not trust the source, do not open or
k..

= zave thiz file. What's the risk?

3. It will display “contacting server”. It may take a minute before it makes the connection. An
envelope will appear.
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Burtherdication: Gatewsy
Sensitivity: Mediurm

Fram: Jjdoe@nonamne.con

To: mne@mnywork . com

Subject: text file you wanted

To open this message, first click the button to Register
register, After registering, come back to continue

opening the message.

Select a different address

POWERED BY
Help Copyright @ 2000-2006 Posty Corporation, All rights rezerved,

4. The recipient will now have to click on the register button. Enter all fields. After you click on
the register button, you will receive a confirmation. Close the window.

D https:#smail.co. dodge.wi.us - PostX Secure Messaging New User, Registration - Mozilla Firefox

| _
Help
/ J-‘ Welcome. -
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New User Registration

Email Address ne@nywork . com
First Mame me |
Last Name [lastname |
Passward |m | Your password must be at least 6 characters lang. The passward is case sensitive
{upper-case letters are not the same as lower-case letters.)
Confirm Password |""‘ﬂ‘““""“"M |
Fargot Passward . o 3
Question | What is your fawvorite book |
Fargot Passward |HM( |
Answer
|m asshrase | Your passphrase is used to safeguard the privacy and security of your persaonal
Passphrase YR information.
0ne smail.co.dodge . wi.us ‘; a 0:8

.us - PostX Secure Messaging New User Registration - Mozilla Firefox
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Thanks! You've created a Post Secure Email
account.

To exit this page, close your browser window .,

Copyright @ 2001-2006 FostX Corporation, Ine, All rights reserved.

Done small.co.dodge.wins & @ (¥ o




5. Now the original envelope screen should give you a field to enter your password (created on the
registration page). After you enter your password, click on the open button. You should now
see the message. Please make note -- remember the password you create when you register.

**Note — We have found that using the link in the lower right hand corner “Open Online” may
give better results than clicking on the Open button.
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10:33:12 AM C3T
Suthertication: Cateway
. Sensitivity: Medium

From: Jjdoe@nonane . com

To: ne@nywork . con
Subject: text file you wanted

. . [Passphrase not enabled on this
Two-way passphrase: rachine. More infarmation.]

Password:

[Clremember me an this computer,

Jpen

Cpen Online
Select a different sddress

POWERED BY
Help Copyright @ 2000-2006 Posty Corporation. All rights reseruved.

Secured Message

Reply
Frorn: jdoe@nonamns . con
To ne@nywork . com
Cate: Wed, 17 Jan 2007 10:39:11 -0600
Subject: text f_ile vou

Attachrnents: irmage001.qif

6. The recipient can now print (using the browser print) or reply to this message.

***If you encounter problems***
If you can not open the documents that were sent to you, please contact the Dodge County Help Desk
at dhelp@co.dodge.wi.us or at (920)386-3889
If your organization has a secure gateway that utilizes SMIME or OPENPGP, please contact us to
exchange certificates.
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